Tayside Valuation Joint Board

Strategic Risk Register
Date: May 2026
Author: Darryl Rae
Implementation and Review

Responsibility for the implementation and annual review of this policy together with the communication of any resultant amendments across
the Board and to relevant third parties is assigned to the Information Asset Owner (currently the Assessor).

This is supported by an established framework of operational risk management, with risks identified and managed within service-level risk

registers. These are reported through internal working groups and the Management Team, with oversight provided by the Governance
Working Group to ensure a consistent and coordinated approach across the Board.

Revision History

: Review Next Review
Version Author Summary of Changes Date of approval Frequency Date
1.0 D Rae | Initial issue reflecting a refined approach to risk management following May 2026 May 2027

internal audit recommendations, including the systematic application of risk
appetite to individual risks and the establishment of a clearer strategic
focus through the consolidation of operational risks, which continue to be
monitored separately.
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Purpose and Scope of the Risk Register

his register forms part of the Joint Board’s Risk Management Strategy and forms part of the framework for identifying, analysing,
controlling and monitoring strategic risks. The strategic risk register sets out the principal risks that may affect the delivery of the
Joint Board’s statutory functions and wider organisational objectives. It provides a high-level view of those risks which, due to their
scale, cross-cutting nature or potential impact, require oversight at Board and Management Team level.

The register is intended to support effective governance by:

« identifying key risks to service delivery, compliance and organisational sustainability;

e enabling the systematic assessment of risk based on likelihood and impact to determine an overall risk rating

o documenting the controls and mitigating actions currently in place; and

o assessing whether residual risk remains within the Joint Board’s defined risk appetite, being the amount and type of risk
the Joint Board is willing to accept in pursuit of its statutory duties and objectives;

The risks included reflect the Joint Board’s core statutory responsibilities in valuation and electoral registration, together with
supporting areas such as workforce, finance, ICT, governance and strategic change.

Operational risks are managed within service-level and ICT risk registers as part of the wider risk management framework. These
are reviewed regularly and escalated to this strategic register where risks are material, emerging, or cross-cutting.

The application of risk appetite to each risk supports more consistent and transparent decision-making. Where risks are assessed

as being outside appetite, this is clearly identified and appropriate management action or escalation is required in line with defined
tolerance levels and escalation triggers.

How to Maintain This Register

This register is maintained by the Management Team, through Governance Working Group and reviewed on a regular basis.
New or emerging risks should be reported to the report author and Management Team to ensure they are assessed and
incorporated where appropriate.

Where risks materialise, these should be recorded within the issues register, together with agreed actions and ownership.



Risk Assessment Methodology

The risk register applies the Joint Board’s agreed risk management methodology to identify and assess risks, including the
evaluation of likelihood and impact. The resulting risk rating supports the prioritisation of risks and informs the management of
mitigation actions.

Inherent risk evaluation

How likely is it that the risk will occur?

Score | Rating Description
1 Unlikely Likelihood of occurrence is relatively slim — less than 10% chance of occurrence
2 Possible Quite possible that the risk could occur, especially if control measures are inadequate - 10% to 50% chance of occurrence
3 Probable More likely to happen than not — more than 50% chance of occurrence

What would the impact be if the risk was to materialise?

Score Rating Description
1 Minor Unlikely to have a permanent or significant effect
2 Moderate Potential impact on performance and service delivery. May be adequately managed through existing processes
3 Significant | Severe impact on performance through a reduced ability to deliver.

The 3x3 matrix below can be used to calculate the overall risk score:

LIKELIHOOD
3x3 1 2 3
= H Unlikely Possible Probable
Risk Matrix
Less than 10% 10-50% More than 50%
chance chance chance
Severe imp.a.ct, a 3 6 9
Si ni?;icant redu‘(’jee?i:;’r'“ty to (Significant & (Significant & (Significant &
9 : Unlikely) Possible) Probable)
= Potential impact
2 2 on performance 2 4 6
o Moderate and service (Moderate & (Moderate & (Moderate &
= delivery. Unlikely) Possible) Probable)
1 Unlikely to have a 1 2 3
Minor somiioont offect | (Minor & Unlikely) | (Minor & Possible) | (Minor & Probable)
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Residual risk evaluation

Once the appropriate action has been identified to address an individual risk, the action is given a score of 1 to 3 based on an
assessment of how likely it is to be effective in reducing the risk (not all risks are capable of being reduced).

The risk owner will need to make an assessment as to whether the control measures are:

Score Rating Description
1 Poor no control measures in place as yet, although actions may be planned
2 Average some controls in place but further actions to be planned and/or executed
3 Good control measures are fully in place, agreed by line manager and form part of everyday activity

The initial (inherent) risk score is then divided by the score for the control action to give a residual risk score, rounding
This provides an overall assessment of the scale of the risk and whether it is Red, Amber or Green.
Scores should be rounded up when residual risk score is not a whole number.

Risk Appetite

Each risk must be assigned a risk appetite category:

Category Description Typical Residual Range / Interpretation
Zero No tolerance (e.g. statutory or time-critical functions) 1-2 acceptable; any threat to statutory delivery = outwith
Low Limited tolerance; no significant financial, legal or 1-3 acceptable; 4+ likely to require action / escalation
reputational impact
Moderate | Moderate tolerance; risk may be accepted where 1-4 acceptable; 5+ may be at or beyond tolerance
appropriate controls are in place
High Higher tolerance; greater levels of risk may be accepted in 1-6 acceptable; higher tolerance before escalation
limited and controlled circumstances

Following residual risk assessment, each risk must be assessed as within or outside appetite, with any risks outside appetite
clearly recorded and subject to appropriate action or escalation. Residual ranges are indicative and support, but do not replace,
management judgement.
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SR1 | Failure to Deliver Valuation Statutory Functions
1.1 Failure to Insufficient staffing Failure to deliver 2 |3 6 Service planningand | 3 2 | Zero Y The risk appetite is assessed Assessor / N/A
deliver or specialist valuation services, performance as Zero in relation to the Assistant
valuation valuation capacity including monitoring delivery of time-critical Assessors
(Assessor) revaluation, arrangements in statutory functions and
functions Volume and maintenance of place across deadlines.

complexity of
proposals, appeals
and revaluation
activity

Legislative or
regulatory
requirements
increasing workload

System or data
dependencies
impacting valuation
processes

External factors
affecting national
consistency (SAA /
tribunal decisions)

Competing statutory
priorities and
overlapping delivery
cycles

the Valuation Roll
and disposal of
proposals/appeals
, resulting in
statutory non-
compliance, loss
of income to
constituent
authorities and
reputational
damage.

valuation functions.

Programmed
management of
revaluation and
proposals / appeals
activity, including
engagement with
SAA and Scottish
Government.

Use of operational
risk registers and
working groups to
manage detailed risks
and workload
pressures.

Ongoing monitoring
of performance
against statutory
requirements and key
milestones.

While elements of the wider
function may carry a lower
level of criticality, any risk to
compliance with statutory
timescales or key milestones
would be considered outwith
appetite and require
immediate escalation.
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SR2 | Failure to Deliver Electoral Registration Duties
2.1 Failure to Peak workload Failure to deliver 2 |3 6 Electoral 3 2 | Zero Y The risk appetite is assessed Assessor / N/A
Deliver pressures (canvass, | electoral management as Zero in relation to the Assistant
electoral elections, legislative | registration duties, arrangements, delivery of time-critical Assessors
registration change) resulting in including project statutory functions and /
(ERO) inability to meet planning for annual deadlines. Administra
functions Compressed statutory canvass and election tion
statutory timetables | deadlines, activity. While elements of the wider Manager
and dependency on | incomplete or function may carry a lower
national milestones | inaccurate Compliance with level of criticality, any risk to

Staffing constraints
during peak
electoral periods

System or data
issues affecting
register integrity

Legislative changes
(e.g. franchise or
absent voting
reforms)

Competing statutory
priorities and
overlapping delivery
cycles

registers and
potential impact
on the integrity of
the electoral
process.

Electoral Commission
performance
standards and
guidance.

Regular liaison with
Returning Officers,
Scottish Government
and national bodies.

Operational Electoral
Registration risk
register and detailed
contingency planning.

compliance with statutory
timescales or key milestones
would be considered outwith
appetite and require
immediate escalation.
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SR3 | Workforce Capacity and Skills Risk
3.1 Insufficient Recruitment and Insufficient 3 |3 9 | Workforce planning, 2 5 Moderate | N The residual risk score of 5 Assessor/ | 31/03/2027
workforce retention staffing, loss of including succession (Amber) sits at the upper end Assistant
capacity, challenges in key knowledge planning and skills of the Board’s defined Assessors
resilience specialist roles and increased development. Moderate risk appetite and is
and skills workload pressure considered borderline outwith
impacts Age profile and loss | reduce resilience Recruitment appetite. This reflects the
delivery of of experienced staff | and impact processes and structural nature of workforce
services delivery of ongoing review of constraints, including a limited
Insufficient statutory vacancy and turnover supply of qualified surveyors,
succession functions. levels. ongoing recruitment
planning or challenges and the potential

knowledge transfer

Increased workload
across core
services

Competition for
skilled staff within
the wider public
sector

Training programmes
and professional
development aligned
to key roles.

Knowledge-sharing
arrangements and
documentation of key
processes.

Monitoring of
workload and staff
resilience through
management
structures and SAA
engagement.

Seeking efficiencies
through enhanced
processes and the full
utilisation of
technology to support
service delivery.

Ongoing monitoring
of staff wellbeing and
resilience.

for a concentration of
retirements, together with only
partial mitigation through
existing controls.

This risk is not unique to the
Joint Board and reflects wider
sector pressures; however, the
scale of potential impact
locally remains significant and
requires targeted mitigation.
Further action is therefore
required through structured
workforce planning, ensuring
Tayside remains an attractive
place to work, and the
identification of opportunities
to improve efficiency through
process redesign and the
enhanced use of technology.
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SR4 | Financial Sustainability Risk
4.1 Insufficient or | Pressure on Funding 2 |3 6 Structured budget- 3 2 Low Y Managed through budget Assessor / Quarterly
uncertain constituent authority | constraints or setting process with control and liaison with Treasurer /
funding funding unexpected costs oversight from Treasurer and stakeholders. Admin
impacts the impact the ability Treasurer and Joint Manager
delivery of Uncertainty in future | to deliver services Board. Outside appetite where (Finance)
statutory funding settlements | and meet financial pressures threaten
functions statutory duties, Regular financial delivery or require unapproved
Increased costs with limited monitoring and expenditure.

(pay, inflation)

New burdens
arising from
legislative change

Limited flexibility
within existing
budget structures

Reliance on
external or time-
limited funding to
support core
budget, which may
not be sustained,
combined with
limited reserves to
absorb funding
shortfalls

Timing mismatch
between funding
and legislative
requirements

capacity to absorb
financial shocks.

reporting.

Maintenance of
reserves to manage
unexpected costs.

Ongoing engagement
with constituent
authorities and
Scottish and UK
Governments on
funding requirements.

Established financial
controls, procurement
processes and audit
arrangements.
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SR5 | ICT and Cyber Security Failure
51 Failure or Cyber security ICT failure, cyber |2 | 3 6 IT governance 2 3 Low Y Managed through ITWG, Assessor / N/A
compromise | threats (phishing, incidents or data through ITWG and security controls and continuity | ITWG/IT
of ICT ransomware, loss result in operational risk planning. The residual risk Developm
systems or system intrusion) disruption, register. score of 3 (Amber) reflects ent
data impacts regulatory breach improved resilience over the Manager
service Reliance on key or reputational Business continuity previous year, including
delivery and ICT systems and damage. and disaster recovery increased IT team capacity
compliance infrastructure arrangements, and ongoing security

Supplier or third-
party technology
dependencies

Legacy systems or
limitations in system
resilience

Human error or
insufficient user
awareness

Reliance on key
individuals with
specialist
knowledge of
legacy systems,
with limited
documentation and
challenges in
knowledge transfer
and succession
planning

including system
back-ups and failover
capability.

Cyber security
controls including
MFA, monitoring, staff
training and managed
SOC/SIEM.

Access controls, audit
logging and data
protection procedures
in place.

Investment and
oversight of IT
infrastructure and
systems.

Ongoing review of
system resilience,
architecture and

dependency risks.

Expansion of IT team
capacity to support
operational resilience
and reduce pressure
on specialist roles.

hardening.

However, dependency on
legacy systems and specialist
knowledge remains, with
limited documentation in place.
While additional resource
provides some resilience, the
ability to fully maintain or
develop systems in the event
of key staff absence remains a
concern

The risk is considered to be
within tolerance but
requiring ongoing
management, with further
mitigation focused on
documentation, knowledge
transfer and continued review
of long-term system options.
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SR6 | Business Continuity Failure
6.1 Major Loss of access to Loss of premises, |2 | 3 6 Comprehensive 2 3 Moderate | Y Managed through business Assessor / N/A
disruption premises or infrastructure or Business Continuity continuity and resilience Managem
prevents physical external disruption Plan and Disaster arrangements. ent Team
service infrastructure (including utilities, Recovery
delivery communications arrangements. Outside appetite where
ICT or or wider events) disruption is prolonged or
communications prevents normal Hybrid and remote impacts statutory delivery.
outage operations. working capability to
support continuity of
Utilities failure operations.
(power, network
connectivity) Alternative service
delivery
Regional or national arrangements and
disruption events communication
channels identified.
Reduced staff
availability during Regular review and
major incidents testing of contingency
arrangements.
Operational risks
relating to premises,
infrastructure and
utilities managed at
service level.
SR7 | Legislative and Policy Change Risk
71 Legislative or | New or revised Changes in 3 |2 6 Ongoing liaison with 3 2 Moderate | Y Managed through engagement | Assessor / Quarterly
policy legislation impacting | legislation or Scottish Government, with government and forward Managem
change valuation or policy create SAA and other planning. ent team
impacts electoral services uncertainty, national bodies.
delivery, increased Outside appetite where
planning or Changes to workload or Monitoring of change creates unmanageable
resource government policy additional duties emerging legislation, workload, cost or statutory
requirements | or funding affecting delivery. consultations and risk.
frameworks policy developments.
Uncertainty or late Integration of
confirmation of legislative change
national reforms into service planning
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and resource
Additional duties planning.
without
corresponding Use of SAA and
resources sectoral engagement
to influence and
Requirement to respond to change
align with national collectively.
approaches or
systems Flexibility within
service planning to
adapt to new or
revised requirements.
SR8 | Supplier and Third-Party Dependency Risk
8.1 Failure of Failure or Failure of 2 |2 4 Contractual service 2 2 Moderate | Y Managed through contracts, Assessor / N/A
key underperformance contractors, level agreements and SLAs and contingency Managem
suppliers, of critical suppliers partners or supplier management arrangements. ent Team
partners or stakeholders processes.
external Reliance on disrupts delivery Qutside appetite where
dependencie | external systems or | or reduces Relationships with supplier failure materially
s impacts service providers resilience. key partners including affects statutory processes or
service councils, SAA and delivery.
delivery Contractual national bodies.
limitations or lack of
alternative Monitoring of supplier
providers performance and
continuity
Shared arrangements.

dependency on
local authority or
national
infrastructure

Disruption affecting

key partners or
stakeholders

Ongoing awareness
of alternative
suppliers and market
options to support
contingency planning.

Operational risks
relating to suppliers
and dependencies
managed within
service and IT
registers.
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SR9 | Governance and Compliance Failure
9.1 Governance, | Weaknesses in Failure in 1 3 3 Established 3 1 Low Y Managed through policies, Assessor /
compliance policies, procedures | governance, data governance controls and oversight. Managem
or or control protection, audit, framework including ent team
reputational environment H&S or policies, procedures Outside appetite where
failure results compliance leads and internal controls. systemic failure, audit findings
in legal, Failure to comply to legal breach or or reputational damage arise.
financial or with statutory or reputational harm. Compliance with data
public regulatory protection, audit and
confidence requirements regulatory
impacts requirements,

Data protection or
information
governance
breaches

Incomplete
implementation of
audit
recommendations

Insufficient staff
awareness of
governance
obligations

supported by DPO
arrangements.

Internal and external
audit oversight and
monitoring of
recommendations.

Staff training and
awareness in key
areas including
information
governance, H&S and
equality.

Governance Working
Group and
Management Team
oversight of risk,
compliance and
control environment.
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SR10 | Failure to Deliver Strategic Change
10.1 Failure to Limited capacity to Failure to deliver 2 |2 4 Ongoing programme 2 2 | Low Y Managed through programme Assessor /
deliver deliver required of digital and service oversight. Managem
strategic transformation transformation improvement activity. ent team
change and alongside business- | and improvement Outside appetite where failure
improvement | as-usual activity (including IT development impacts sustainability or

Dependence on
ICT systems or
project delivery
capability

Unclear
prioritisation of
improvement
activity

Resistance to
organisational or
process change

Insufficient funding
or resources to
support
transformation

Failure to adopt
emerging
technologies and
digital approaches

Limited capacity to
support system
innovation
alongside
operational delivery

digital change,
system
development and
service
modernisation)
affects long-term
sustainability,
efficiency and
service
performance.

Reduced ability to
modernise service
delivery and
respond to
emerging national
approaches.

planning and
evolution of systems
supported through
ITWG and innovation
working group.

Engagement with
SAA and other
partners on national
approaches and
shared solutions.

Integration of
improvement priorities
within service
planning processes.

Monitoring of
progress through
management
structures and
working groups.

statutory performance.
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Issues Register

This issues register can be used to record any issues arising. The log should cover the nature of the issue, its source, the date it was raised and its

potential impact. It should also include the proposed action to deal with the issue, as well as assigning clear ownership to the issue and establishing the

date of its anticipated resolution.

An issue which has occurred is usually the result of an earlier risk which has now become reality, so it is vital to ensure that both the issues register and
risk register are live documents and that they are reviewed and updated in conjunction.

occurred)

(Where/Who raised)

(1-3)

in brackets)

. Target date for
Potential . Status —
e (L DGR Date issue arose impact Action Issue owner D L] Open/
P (completion date Clgse d

14




