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1

PURPOSE OF REPORT

1.1

To present to the Board the following Internal Audit Reports which are attached as
appendices to this report:Internal Audit Report – Electoral Registration
Internal Audit Report – Follow-Up Reviews
Internal Audit Report – Annual Report to the Joint Board and the Assessor

2

RECOMMENDATIONS

2.1

The Board is asked to note the contents of the three Audit Reports.

3

FINANCIAL IMPLICATIONS

3.1

The cost of Internal Audit Services is provided for in the Assessor’s Revenue Budget.

4

POLICY IMPLICATIONS

4.1

This report has been screened for any policy implications in respect of Sustainability,
Strategic Environmental Assessment, Anti Poverty, Equality Impact Assessment and
Risk Management. There are no major issues.

5

BACKGROUND

5.1

Henderson Loggie were appointed to provide an Internal Audit Service for the period
from 1 April 2016 to 31 March 2019. Audit work has proceeded in accordance with
the Audit Needs Assessment and Strategic Plan for the period 2016 to 2019 as
approved by the Board on 22 August 2016.

5.2

Internal Audit Report 2019/04 – Electoral Registration - is attached as Appendix 1 to
this report. It has been prepared by Internal Audit following discussion with the
Assessor and relevant members of staff. This audit reviewed the Board’s Electoral
Registration arrangements. The overall conclusion of the review is that the level of
assurance is good and that the system meets the control objectives. Notwithstanding
this level of assurance, Internal Audit have made three recommendations for system
improvements which are out with the direct control of the Board. These will be raised
with the system vendor to determine whether a solution can be developed to address
these issues.

5.3

Internal Audit Report 2019/05 – Follow-Up Reviews - is attached as Appendix 2 to
this report. It has been prepared by Internal Audit following discussion with the
Assessor and relevant members of staff. This review assessed whether
recommendations made in previous Internal Audit reports have been appropriately
implemented. The overall conclusion of the review is that the Board has made
reasonable progress in fully implementing two of the six recommendations followed
up as part of this review. Of the remaining four recommendations, three have been
assessed as “Partially Implemented” as no projects of a significant size managed by
the Board have been undertaken in recent years. The remaining recommendation,
to review the Scheme of Delegation will be addressed later in the year.

5.4

Internal Audit Report 2019/06 – Annual Report to the Joint Board and the Assessor
- is attached as Appendix 3 to this report. It sets out a summary of the audit reviews
undertaken during the year 2018/19 and the results and conclusions of those
reviews. The overall conclusion of the report is that the Board operates adequate
internal control systems as defined in the Audit Needs Assessment. The audit and
assurance work has not identified any significant gaps in the Board’s control
environment that would increase the risk of financial loss.

6

CONSULTATIONS

6.1

The Clerk and Treasurer to the Board have been consulted on this report.

7

BACKGROUND PAPERS

7.1

None.

ALASTAIR KIRKWOOD
Assessor

June 2019

APPENDIX 1

Tayside Valuation Joint Board
Maintenance of Accuracy of the Electoral Register

Internal Audit Report No: 2019/04
Draft issued: 3 June 2019
Final issued: 4 June 2019

LEVEL OF ASSURANCE

Good

Contents

Page No.

Section 1

Management Summary
•
•
•
•
•
•
•

Section 2

Overall Level of Assurance
Risk Assessment
Background
Scope, Objectives and Overall Findings
Audit Approach
Summary of Main Findings
Acknowledgements

Main Findings and Action Plan

1
1
1
2
3
3
3
4 - 10

Level of Assurance
In addition to the grading of individual recommendations in the action plan, audit findings are
assessed and graded on an overall basis to denote the level of assurance that can be taken from the
report. Risk and materiality levels are considered in the assessment and grading process as well as
the general quality of the procedures in place.
Gradings are defined as follows:
Good

System meets control objectives.

Satisfactory

System meets control objectives with some weaknesses present.

Requires
improvement

System has weaknesses that could prevent it achieving control objectives.

Unacceptable

System cannot meet control objectives.

Action Grades
Priority 1

Issue subjecting the organisation to material risk and which requires to be
brought to the attention of the Joint Board.

Priority 2

Issue subjecting the organisation to significant risk and which should be
addressed by the Assessor.

Priority 3

Matters subjecting the organisation to minor risk or which, if addressed, will
enhance efficiency and effectiveness.

Maintenance of Accuracy of the Electoral Register

Management Summary

Overall Level of Assurance
Good

System meets control objectives

Risk Assessment
This review focused on the controls in place to mitigate the following risks on the Tayside Valuation
Joint Board (‘ he Board’) Risk Register:
•

L5 – Non-compliance with legislative and regulatory requirements (risk rating: medium).

Background
As part of our Internal Audit Programme at the Board for 2018/19 we carried out a review of the
controls and procedures relating to the Register of Electors published for the Angus Council and Perth
& Kinross Council geographic areas. Our Audit Needs Assessment identified this as an area where
risk can arise and where Internal Audit can assist in providing assurances to the Joint Board and
Assessor that the control environment is operating effectively, ensuring risk is maintained at an
acceptable level.
The Board provides Electoral Registration services to Angus Council and Perth & Kinross Council.
These services include maintenance of the Register of Electors, which is published on or shortly
before 1 December each year, or by 1 February if an election takes place during the canvass. The
Register of Electors is updated on a rolling basis with any changes published monthly.
There is a full version and an open version (previously known as the edited register) of the electoral
register. Any person who is eligible to vote will appear on the full version of the register; however,
individuals can choose to have their details removed from the open register, which is available for
general sale and can be used for commercial activities, such as marketing.
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Scope, Objectives and Overall Findings
This audit reviewed the adequacy and effectiveness of the controls and procedures in place to ensure
that the Registers of Electors published annually for the Angus Council and Perth and Kinross Council
areas are up to date and accurate.
The table below notes the objectives for this review and records the results:
Objective
The specific objectives of this audit were
to obtain reasonable assurance that:
1. There are appropriate procedures and
checks in place to ensure that all
relevant households in the Angus and
Perth & Kinross council areas are on the
register and are included in the annual
canvass.
2. Checks are in place for recording all
registration applications received,
including those made via the UK
G ve n en ’s digi al se vice by
telephone and in writing.
3. Adequate procedures are in place to
ensure accurate processing and
updating of the system for all changes,
including those arising from the annual
canvass.
4. Adequate procedures are in place to
ensure those who elect to be excluded
from the open register are excluded.
5. Appropriate procedures are in place for
postal and proxy votes and they are
properly controlled.
6. Adequate procedures and checks are in
place to ensure that the information in
the full electoral register and the open
register are accurate.
7. Adequate controls are in place to ensure
that requests for information from
external parties are dealt with
appropriately.
8. Only authorised staff can input
amendments and they change their
passwords in line with pre-determined
password policies. Where staff leave
their access is suspended.
Overall Level of Assurance

2

Findings
1

2

3

Good

0

0

0

Good

0

0

0

Satisfactory

0

0

3

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

0

0

3

Good

System meets control
objectives

Maintenance of Accuracy of the Electoral Register

Audit Approach
From discussion with relevant staff, and review of procedural documentation, we identified the key
internal controls in place within the electoral registration system and compared these with expected
controls. Audit testing was then carried out to ensure that the controls in place are operating
effectively.

Summary of Main Findings
Strengths
•

•
•
•

There is appropriate checking of new properties or changes to household details in both the
Angus Council and Perth & Kinross Council areas. All eligible households are then
canvassed in order to identify potentially eligible individuals to be included on the electoral
register.
Controls are in place to ensure that applications from each different source, including postal
forms and online applications, are captured in the EROS electoral system and are then
processed by the Board.
The Board demonstrates good partnership by working with local authorities, the Department
of Work and Pensions and other Electoral Registration Officers through the sharing of data to
ensure that the electoral register is accurate.
As part of our review we selected a sample of 30 applications, including additions, deletions
and amendments made to the Register of Electors held by the Angus and Perth offices. In
each instance we confirmed ha he B a d’s in e nal p cedu es had been followed and that
entries on the most recent register agreed to the details held on supporting documents and
confirmed that checks had been undertaken by clerical staff. In all cases we confirmed,
through a review of the EROS system, that a full and complete audit trail existed for all
applications received by the Board.

Weaknesses
•
•

There were no significant weaknesses identified during our review.
Although we noted that the Board has adequate processes and checks in place regarding
accurate processing of electoral forms in the EROS system, we did identify an opportunity to
improve the existing functionality within the EROS system. The current functionality does not
allow the details of secondary checking of processing activity to be captured within the
system. Details of this checking is recorded manually, and this manual process increases the
risk that secondary checking is not undertaken, that errors may arise, and any errors may go
undetected. Configuration of the EROS system is outwith the direct control of the Board and
we have recommended that the Board approach the system vendor to determine whether a
solution can be developed to address these issues.

Acknowledgements
We would like to take this opportunity to thank the staff at the Board who helped us during of our audit
visit.
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Main Findings and Action Plan

Objective 1: There are appropriate procedures and checks in place to ensure that all relevant households in the Angus and Perth & Kinross council
areas are on the register and are included in the annual canvass.
One
he c e ele en s
he B a d’s pe a i ns is ain aining he accu acy
he C uncil Tax Lis
each
he c ns ituent local authorities. The processes
inv lved in upda ing he C uncil Tax Lis link di ec ly
he B a d’s p cesses
ain aining the accuracy of the electoral register for Angus Council and Perth &
Kinross Council areas. Information relating to new, altered and demolished domestic properties is obtained from multiple sources including planning permission,
a an egis e s and c ple i n ce i ica es p vided by each
he egi n’s c ns i uen l cal au h i ies. This information is then ec ded in he B a d’s
warrants system and is scrutinised by senior valuers in order to identify properties that require a valuation or banding assessment to be carried out. Information
captured during this process is used to update the computerised electoral system (EROS) on a weekly basis. The adequacy and effectiveness of the controls and
procedures in place ensu e he accu acy
ec ds ela ing all d es ic p pe ies i hin he B a d’s a ea was reviewed as part of the Council Tax audit in
2018. Internal audit report 2019/03 - Council Tax was issued in December 2018 and concluded that there were no significant weaknesses. In addition, the Board
receives copies of the Land Register monthly, which enables clerical staff to identify property sales and changes in property owners and to update EROS
accordingly.
When a new property is added within EROS cle ical s a ensu e ha he ‘canvass
equi ed’ sec i n i hin he sys e is a ked ‘yes’. Du ing he canvass
period staff run a process within EROS which automatically generates a Household Enquiry Form (HEF) for all households that have the ‘canvass
equi ed’
section marked as ‘yes’.
As part of the annual electoral registration canvass procedures council tax records are obtained from Angus Council and Perth & Kinross Council in electronic
format and these are compared against the electoral registration records within EROS to assist in the process of identifying households and in verifying electors.
Our review concluded that the Board has appropriate procedures in place to ensure that all relevant households are held on the register and are included in the
annual canvass.
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Objective 2: Checks are in place for recording all registration applications received, including those made via the UK Government’s digital service, by
telephone and in writing.
Objective 3: Adequate procedures are in place to ensure accurate processing and updating of the system for all changes, including those arising from
the annual canvass.
On receipt of the returned electoral registration forms clerical staff group the forms into batches. These batches include separate ‘n change’ ‘change add ess’
and ‘change pe s ns’ ba ches. The ba ches a e a ixed i h a ba c de and scanned in EROS in ba ches 50. A check is undertaken in EROS after
scanning to ensure that 50 items were scanned. A unique barcode on each electoral registration form ensures that the form is scanned against the correct
property within EROS. For a sample of 30 electoral registration forms, which were drawn from a sample of batches selected, we traced the details to EROS
ensuring that the form had been scanned against the correct property; the response code was correct; the details contained within the form matched the
information recorded within EROS; and that ultimately the details agreed to the most recent version of the Electoral Register. No issues were noted for our testing.
Elec s a e given he pp uni y c n i
hei de ails by pape applica i n via he G ve n en ’s digital service. Although electors can request a postal vote
or opt out of the open register via telephone, email or using the digital service they cannot amend their details via these methods. Responses through these
methods are matched to the Department of Work and Pensions (DWP) system. After matching the Board receives notifications from the digital service via e-mail
that there is a download available; when the download is run it automatically updates EROS. If a voter has opted out of the open register or requested a postal
vote this will automatically be flagged up within EROS.
As part of our review we selected a sample of 30 applications, including additions, deletions and amendments made to the Register of Electors held by the Angus
and Pe h ices. In each ins ance e und ha he B a d’s in e nal p cedu es had been followed and that entries on the most recent register agreed to details
held on supporting documents and checks undertaken by clerical staff. In all cases tested we confirmed through a review of the EROS system that a full and
complete audit trail existed of all applications received by the Board.
Electors are sent a notice letter informing them of any alterations to the Register of Electors which relate to them. For the 30 applications reviewed during our
audit we confirmed that in all instances there was a record held within EROS that a notice letter had been issued to the elector. This is in line with legislative
requirements.
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Objective 2: Checks are in place for recording all registration applications received, including those made via the UK Government’s digital service, by
telephone and in writing (continued).
Objective 3: Adequate procedures are in place to ensure accurate processing and updating of the system for all changes, including those arising from
the annual canvass (continued).
Observation

Risk

Recommendation

Management Response

To ensure accuracy of input and processing of electoral
forms in the EROS system there is a three-part checking
process. For each batch of forms uploaded into EROS a
batch header sheet is printed and signed-off by the staff
member(s) uploading the batch, it is then signed again
by the staff member performing the initial check and
processing and then signed-off by the staff member
performing a secondary review of processed batches.

Secondary checks
on processed
batches may not be
carried out.

R1 Investigate how the EROS
system can be developed to provide
an enhanced audit trail of the
secondary checking of processed
batches.

Agreed. The benefit of electronically
recording secondary checks is
recognised. Approaches will be made to
the system vendor to ascertain whether
this functionality can be provided.

The batch header sheet is printed from EROS and
signed as above and then retained along with the
original electoral forms sent in by voters. These are then
retained for several months in line i h he B a d’s
retention procedures before being disposed of securely.
Other than the physical signed batch header sheet there
is no record in EROS of the secondary checks
performed. Whilst an audit trail of the batches being
uploaded into EROS and staff processing the batches is
recorded in EROS there is no electronic record of the
secondary checks performed held in the system as the
system is not configured to capture this information.
Electronically recording details of secondary checks
within EROS will allow automated reporting to be
developed which identifies where secondary checks are
required and where work can be allocated amongst
clerical staff more efficiently.
6

Without evidence of
secondary
checking of input
onto the EROS
system errors may
arise and go
undetected.

To be actioned by: Administration
Manager (ER/Clerical)
No later than: 31 December 2019

Grade
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Objective 2: Checks are in place for recording all registration applications received, including those made via the UK Government’s digital service, by
telephone and in writing (continued).
Objective 3: Adequate procedures are in place to ensure accurate processing and updating of the system for all changes, including those arising from
the annual canvass (continued).
Observation

Risk

Recommendation

Management Response

As above.

As above.

R2 Discuss with the EROS system
vendor how the batch header sheets
can be configured to include details of
the users that upload the batches,
process the batches and perform
secondary checks. This would eliminate
the need for manually printing and
signing the header sheet and provide a
full audit trail of checks to be retained
within the system.

Agreed. The benefit of configuring batch
header sheets to include details of users that
upload batches, process batches and perform
secondary checks is recognised. Approaches
will be made to the system vendor to
ascertain whether this functionality can be
provided.
To be actioned by: Administration Manager
(ER/Clerical)
No later than: 31 December 2019
Grade

As above.

As above.

R3 If on investigation it is determined
that the suggested system
developments proposed at R1 and R2
cannot be implemented ensure that the
physical copies of the signed batch
header sheets are scanned and stored
i hin he B a d’s sys e s as evidence
of checks undertaken.

3

Agreed. If the above system enhancements
cannot be provided a procedure will be
implemented to ensure that the signed batch
header sheets are scanned and stored within
he B a d’s sys e s as evidence
he
checks undertaken.
To be actioned by: Administration Manager
(ER/Clerical)
No later than: 31 December 2019
Grade
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Objective 4: Adequate procedures are in place to ensure those who elect to be excluded from the open register are excluded.
Within the sample of 30 applications tested were 14 electors who had opted to be excluded from the open register. In each instance we ensured that this option
had been recorded in EROS and that the elector had been excluded from the open register. This testing proved satisfactory.

Objective 5: Appropriate procedures are in place for postal and proxy votes and they are properly controlled.
Included within our sample of 30 applications tested were four registration forms requesting a postal vote. In each instance we found a postal vote application
form had been issued to the elector and that the elector had been flagged as an absent vote within EROS. In each case an acknowledgement letter was issued to
the electors who had requested a postal vote.
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Objective 6: Adequate procedures and checks are in place to ensure that the information in the full electoral register and the open register are
accurate.
The introduction of Individual Electoral Registration (IER) in 2014 requires that individuals provide 'identifying information', such as date of birth and national
insurance number, when applying to register and the application needs to be verified before an individual is added to the register. Anyone unable to supply this
information can provide an alternative form of evidence of their identity. The main source of information used to confirm elector identity is the DWP data to which
the Board has a secure Web connection. Other sources of information include, council tax records held by local authorities; school registers; Land Registry data;
and in
a i n al eady held in he B a d’s sys e s such as he a an s sys e
ne esiden ial p pe ies.
Since 2014 in Scotland, 16 and 17 years are entitled to vote in Scottish local and parliamentary elections. This has resulted in an increase in the number of
potential electors being identified during the annual canvass of households; an increase in the number of electors applying to be on the register; and a change in
the way in which the Board identifies potentially eligible voters who will be 16 at the time of the next election. The annual canvass procedure, which includes
issuing a HEF, requests information on household occupants that are over the age of 14 and so seeks to identify individuals that may potentially be entitled to vote
in the coming years. The information is recorded in EROS and used to ensure that all potential voters are included in future canvasses.
In
a i n is en e ed n he B a d’s EROS sys e based n h useh ld canvass
s Invi a i n Regis e (ITR)
s. The Board sends data via a
secure electronic link to the DWP which matches against its records. A ep is hen sen back
he B a d hich lags each individual’s checks as a ed a be
or green match. Green matches – all data agrees with DWP records. Amber matches – details partially match to DWP records. Red matches – data submitted to
the Board does not agree to DWP records. In such cases the Board is then required to perform further checks, such as matching details to council tax records or
through requesting that the applicant submits further information. As part of our testing of a sample of 30 applications we ensured that where applicable the Board
had ve i ied he applican ’s de ails
he DWP ec ds and he e he DWP checks ca e back nega ive B a d s a had b ained further evidence from alternative
sources before approving the application. Evidence of the checks undertaken was held in EROS.
Where individuals request to be removed from the register, or household canvass forms indicate that an individual has died or moved away, the Board must obtain
two separate forms of evidence before removing the individual
he egis e . C uncil ax and in
a i n n dea hs held by he Regis a ’s O ice a e he ain
sources of information.
The Board has good communication with local authorities (and other valuation boards) to ensure that cross checking of elector identities and addresses can be
confirmed. For example, a household canvass form may be returned stating that the property is a second or holiday home and therefore individuals living there
are registered elsewhere and are therefore not eligible to register. In such instances the Board would check council tax records to verify that the property is in
receipt of a second home discount and check with another authority that the individual is registered to vote there.
Ove all
u evie
he B a d’s sys e s and p cesses and he evidence b ained
u sa ple es ing n ed a Objective 3, we have obtained
reasonable assurance that adequate procedures and checks are in place to ensure that the information in the full and open registers is accurate.
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Objective 7: Adequate controls are in place to ensure that requests for information from external parties are dealt with appropriately.
The full and open Register of Electors, monthly alteration lists and a list of overseas electors are held securely on the Boa d’s IT systems. Requests from external
parties to obtain electronic or hardcopies of electoral register information must be received in writing. The Administration Manager (Electoral Registration /
Clerical) is notified of all requests and records the name of the organisation / individual who made the request and their contact details; the format in which the
information is to be provided; the date information was requested and distributed; and invoice and payment details, where appropriate. Discussion with staff
identified that information was being issued, and fees charged where relevant, in accordance with the appropriate legislation.
Certain individuals, groups and organisations are authorised by the Electoral Commission to receive copies of the Register of Electors after each monthly update.
These include approved political parties, the Boundary Commission and credit reference agencies. Commercial organisations may also be issued with monthly
updates of the register where prior approval has been obtained from the Electoral Commission. Details of persons, groups or agencies that are permitted to obtain
copies of the register are held by the Administration Manager (Electoral Registration / Clerical) and any requests for information from external parties is first cross
checked against the approved list before the Board provides a response.

Objective 8: Only authorised staff can input amendments and they change their passwords in line with pre-determined password policies. Where staff
leave their access is suspended.
The EROS system is a complete Electoral Register and Election Management system which is used by both the Board and Angus Council and Perth & Kinross
Council. Dundee City Council also utilises the system, which it fully manages. The system is partitioned and managed by the system vendor to ensure that the
Board only has access to the Electoral Register module whilst the councils have access to the Election Management module. The advantage of the system is that
it allows efficient sharing of electoral information between the Board and the councils without compromising the integrity or security of the data held on the
Register of Electors.
All staff have a unique username and password, which enables them to log onto their desktop. At the Board, EROS can only be accessed through the desktops of
clerical staff, the Assistant Assessors, Administration Manager (Electoral Registration / Clerical) and the IT Administrator who each have their own username and
password to gain access to the system.
User system access rights are not removed from EROS when an employee leaves the Board as the system provider will not allow the access rights to be removed
for audit trail purposes. However, the Board has general IT access controls in place whereby a staff leaver form is completed for each leaver and upon receipt of
this form the IT Administrator removes the leaver from the server. Removal of the leaver from the server ensures that the leaver cannot log onto a desktop and
therefore cannot gain access to EROS.
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Follow-Up Review 2018/19

1. Management Summary

Introduction and Background
We have been appointed as In e nal Audi s
he Tayside Valua i n J in B a d (‘ he B a d’)
for the period 1 April 2016 to 31 March 2019. The Internal Audit Plan for 2018/19 includes time
for follow-up work on the recommendations made in our Internal Audit reports issued during
2017/18. These were:
2018/02 – Compliance with Legislation - Procurement;
2018/04 – Corporate Governance; and
2018/05 – Follow-Up Reviews.
Reports 2018/01, 2018/03 and 2018/06 did not contain an action plan and therefore no follow-up
was required as part of this review.
Report 2018/05 included two outstanding actions from 2014/15 and one from 2010/11 that
required to be followed up again this year.

Audit Scope and Objectives
The objective of our follow-up review is to assess whether recommendations made in internal
audit reports from 2017/18, and previous years, have been appropriately implemented and to
ensure that, where little or no progress has been made towards implementation, that plans are in
place to progress them.

Audit Approach
The audit approach taken was as follows:
•
•
•

1

to request from responsible officers for each report listed above an update on the status of
implementation of the recommendations made;
to ascertain by review of supporting documentation, for any significant recommendations
within the reports listed above, whether action undertaken has been adequate; and
preparation of a summary of the current status of the recommendations for the Board.

Follow-Up Review 2018/19

Overall Conclusion
The Board has made some progress in fully implementing two of the six recommendations
followed up as part of this review, including two of the three recommendations contained within
internal audit reports issued in 2017/18.

Of the remaining four recommendations:
•

•

one has been assessed as ‘li le n p g ess ade’. In e nal Audi ep 2018/04 –
C p a e G ve nance n ed ha he B a d’s Sche e Delega i n has n been upda ed
since 1996 and we recommended that this was reviewed and updated where applicable to
reflect any changes in he B a d’s g ve nance a ange en s. A formal review is scheduled for
later in 2019; and
h ee have been assessed as ‘pa ially i ple en ed’. All h ee
he ec
enda i ns a e
related to adopting a suitable project management methodology. However, no Board-managed
projects of a significant size have been undertaken in recent years. Projects being considered
for 2019/20 may provide a suitable opportunity for management to apply a project
management methodology and the Board previously provided project management training to
seni
anage s du ing 2017/18 hence he ca eg isa i n ‘pa ially i ple en ed’.
2017/18
From Original Reports

From Follow-Up Work Performed

Rec’n
Grades

Number
Agreed

Fully
Implemented

Partially
Implemented

Little or No
Progress
Made

No Project to
Trigger Action

1

-

-

-

-

-

2

-

-

-

-

-

3

2

2

-

-

-

2

2

-

-

-

1

-

-

-

-

-

2

-

-

-

-

-

3

1

-

-

1

-

Total

1

-

-

1

-

Overall Total 2017/18

3

2

-

1

-

Area

Compliance with
Legislation Procurement
Total

Corporate
Governance

2
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Overall Conclusion (continued)
2014/15
From Original Reports

From Follow-Up Work Performed

Rec’n
Grades

Number
Agreed

Fully
Implemented

Partially
Implemented

Little or No
Progress
Made

No Project to
Trigger Action

A

-

-

-

-

-

B

-

-

-

-

-

C

1

-

1

-

-

1

-

1

-

-

A

-

-

-

-

-

B

1

-

1

-

-

C

-

-

-

-

-

Total

1

-

1

-

-

Overall Total 2014/15

2

-

2

-

-

Area

Risk
Management
and Business
Continuity
Total

IT Network
Arrangements

2010/11
From Original Reports

From Follow-Up Work Performed

Rec’n
Grades

Number
Agreed

Fully
Implemented

Partially
Implemented

Little or No
Progress
Made

No Project to
Trigger Action

A

-

-

-

-

-

B

1

-

1

-

-

C

-

-

-

-

-

Total 2010/11

1

-

1

-

-

Grand Total

6

2

3

1

-

Area

Systems
Development
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Overall Conclusion (continued)
The grades, as detailed below, denote the level of importance as they relate to each individual
recommendation:
Reports issued in 2016/17:

Priority 1

Issues which require the consideration of the Joint Board.

Priority 2

Significant matters which the Assessor can resolve.

Priority 3

Less significant matters, which do not require urgent attention, but which should be
followed up within a reasonable timescale.

Reports issued prior to 2015/16:
A

Issues which require the consideration of the Joint Board.

B

Significant matters which can be resolved by the Assessor.

C

Less significant matters, which do not require urgent attention, but which should be
followed up within a reasonable timescale.
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Appendix I - Updated Action Plan: Internal Audit Report 2018/02 - Compliance with
Legislation – Procurement

Observation

Risk

Recommendation

Management Response

Progress at June 2019

Within our sample of 15 purchases, we
noted that three POs had not been
completed to show the value of the
purchase requested. Discussion with the
Administration Manager noted that these
items related to supply of services from
Angus Council, such as minor buildings
repairs. Although the hourly rate could be
obtained when requesting the work the
exact cost could not be determined at the
time the PO was raised. In each case the
PO had been appropriately authorised.

Unauthorised and
excessive
expenditure may
occur, and
appropriate
monitoring of
budgets is
compromised where
the cost of goods /
services is unknown
at point of the PO
being approved.

R1 Ensure that in future
Purchase Orders are fully
completed to include the
value of the order. Where
the exact value is not
known ensure that an
estimate is provided based
on the value of quotes
obtained from the supplier.

Accepted, where appropriate,
requests for an estimate will be
made of Angus Council.

Estimated value of works now
included on Purchase Orders,
where appropriate.

Fully Implemented

To be actioned by: Assistant
Assessor, Angus Division

No later than: 30 November
2017

Grade

5

3
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Observation

Risk

Recommendation

Management Response

Progress at June 2019

In all cases we noted that details of the
staff member who had raised the PO
were not recorded on the PO. Whilst the
authority to raise a PO is restricted to
senior staff only, such as the Assistant
Assessors and the Administration
Manager, ensuring segregation of duties
between raising and approving a PO acts
as an additional control to ensure that
expenditure is appropriate and is
independently authorised.

There is a low risk
that
unauthorised
expenditure could be
incurred.

R2 Consider amending
the format of the Purchase
Order form to ensure that it
records the details of the
staff member who has
raised the order and to
show the name of the staff
member authorising the
purchase order.

The process of raising purchase
orders will be reviewed.

All POs are raised and
approved by the Assessor,
Assistant Assessors or the
Administration Manager.
Controls in place at all levels
to ensure segregation between
raising and approving POs and
placing orders with suppliers.

To be actioned by: Assessor
No later than: 31 December
2017

Fully Implemented
Grade

6

3
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Appendix II - Updated Action Plan: Internal Audit Report 2018/03 - Corporate Governance

Observation

Recommendation

Management Response

Progress at June 2019

Scheme of Delegation in place however this has not
been updated since 1996.

R1 Ensure that the Scheme of
Delegation is reviewed and
updated where applicable to
reflect any changes in he B a d’s
governance arrangements.

The Scheme of Delegation will be
reviewed and updated.

Scheme of Delegation still to be
updated. A formal review is scheduled
for later in 2019.

To be actioned by: Assessor,
Treasurer, Clerk
No later than: 30 September
2019

Grade

7

3

Revised completion date:
31 December 2019
Little or No Progress Made
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Appendix III - Internal Audit Report 2018/05 – Follow-Up Reviews 2017/18

2015/03 – Risk Management and Business Continuity
Responsible
Recommendation

R11
Consider what
project management and
risk management
processes should be put
in place over projects.

Grade

C

Comments

Agreed

Y

Officer

Chair of
Governance
Working Group
September 2012

Agreed
Completion
Date

September
2012

Progress at
Previous Follow-Up
May 2017:
No projects of sufficient scale have
recently been undertaken.
Revised completion date:
31 March 2018
No Project To Trigger Action
May 2018:
No projects of sufficient scale have
recently been undertaken, however
projects are currently being considered for
2018/19 which may provide a suitable
opportunity to apply a project management
methodology. With this in mind senior
managers received project management
training during 2017.
Revised completion date:
31 March 2019
Partially Implemented

8

Progress at
June 2019

No projects of
sufficient scale
have recently
been undertaken.
Revised
completion
date:
31 March 2020
Partially
Implemented
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2015/06 – IT Network Arrangements
Recommendation

PSN Implementation
R1
Ensure that for
future IT projects suitable
governance arrangements
are put in place which
clearly define aims,
objectives, roles,
responsibilities and
timescales in relation to
project management,
monitoring and
accountability.

Grade

Comments

Agreed

B

Future IT projects
which are of
significant
size
will have suitable
governance
arrangements.

Yes

Responsible
Officer

Assessor / IT
Manager

Agreed
Completion
Date

Progress at
Previous Follow-Up

As required.

May 2017:
No projects of sufficient scale
have recently been undertaken.
Revised completion date:
31 March 2018
No Project To Trigger Action
May 2018:
No projects of sufficient scale
have recently been undertaken,
however projects are currently
being considered for 2018/19
which may provide a suitable
opportunity to apply a project
management methodology. With
this in mind senior managers
received project management
training during 2017.
Revised completion date:
31 March 2019
Partially Implemented

9

Progress at June 2019

No projects of sufficient
scale have recently been
undertaken.
Revised completion
date:
31 March 2020
Partially Implemented
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2011/08 - Systems Development
Responsible
Recommendation

Grade

Comments

Agreed

Officer

Agreed
Completion
Date

Project Management
R1
If large-scale projects
are undertaken in future,
consideration should be given
to the training needs of the
project manager and the
project management tools to
be employed for the project.
This should cover all aspects
of the implementation,
including setting criteria for
testing, user acceptance,
training and criteria for
assessing the post
implementation stage.

Progress at
Previous Follow-Up

May 2017:
B

Yes

Assessor

Original
On-going

No projects of sufficient scale
have recently been undertaken.
Revised completion date:

No projects of
sufficient scale have
recently been
undertaken.

31 March 2018
No Project To Trigger Action
May 2018:
No projects of sufficient scale
have recently been undertaken,
however projects are currently
being considered for 2018/19
which may provide a suitable
opportunity to apply a project
management methodology.
With this in mind senior
managers received project
management training during
2017.
Revised completion date:
31 March 2019
Partially Implemented

10

Progress at May
2019

Revised completion
date:
31 March 2020

Partially
Implemented
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1. Annual Report and Opinion

Introduction
1.1

We were formally re-appointed in April 2016 as internal auditors of Tayside Valuation Joint
B a d (‘ he B a d’)
he pe i d 1 Ap il 2016 31 Ma ch 2019. This ep su
a ises he
internal audit work performed during 2018/19.

1.2

An Audit Needs Assessment (ANA), based on the areas of risk that the Board is exposed to,
was prepared as part of our internal audit programme for 2016/17 (internal audit report
2017/01, issued July 2016). The ANA was prepared following discussion with the Assessor,
several senior Board personnel, the external auditors, and with reference to the CIPFA Code
of Practice for Internal Audit in Local Government in the United Kingdom. The ANA was
prepared on the basis of the normal three-year internal audit cycle, covering the period
2016/17 to 2018/19. Work in the previous three-year cycle was used to update the key
control environment. Following on from the ANA, a Strategic Plan was formulated covering
the three-year cycle.

1.3

The Internal Audit Annual Plan 2018/19 reflected the allocation of days shown in Year 3 of the
Audit Needs Assessment and Strategic Plan 2016 to 2019, with no changes made.

1.4

The work delivered in 2018/19 followed that set out in the Annual Plan for 2018/19. The
reports submitted are listed in Section 2 of this report and a summary of results and
conclusions from each finalised assignment is given at Section 3.

1.5

An analysis of time spent against budget is at Section 4.

Public Sector Internal Audit Standards (PSIAS) Reporting
Requirements
1.6

The Board has responsibility for maintaining an effective internal audit activity. You have
engaged us to provide an independent risk-based assurance and consultancy internal audit
service. To help you assess that you are maintaining an effective internal audit activity we:
•
•
•

1.7

1

Confirm our independence;
Provide in
a i n ab u he yea ’s ac ivi y and he
k planned
nex yea in his
report; and
Provide quality assurance through self-assessment and independent external review of
our methodology and operating practices.

Self-assessment is undertaken through:
• Our continuous improvement approach to our service. We will discuss any new
developments with management throughout the year;
• Ensuring compliance with best professional practice, in particular the PSIAS;
• Annual confirmation from all staff that they comply with required ethical standards and
remain independent of clients;
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•
•

Internal review of each assignment to confirm application of our methodology which is
summarised in our internal audit manual; and
Annual completion of a checklist to confirm PSIAS compliance. This is undertaken
annually in April.

1.8

The results of our self-assessment are that we are able to confirm that our service is
independent of the Board and complies with the PSIAS.

1.9

External assessment is built into our firm-wide quality assurance procedures. Henderson
Loggie is a member of MHA, a national association of independent accountancy firms.
Continued membership of MHA is dependent on maintaining a good level of quality and
adhering to accounting and auditing standards in the provision of our services. Annual quality
reviews are conducted to confirm our continuing achievement of this quality. The latest
independent review in March 2019 included our internal audit service. Overall the review
und he i ’s p licies and p cedu es ela ing in e nal audi
be c plian i h he
PSIAS.

Significant Issues
1.10

There were no significant issues or major internal control weaknesses noted from the internal
audit work conducted during 2018/19. All internal audit reports issued during 2018/19
concluded that systems met control objectives and provided good assurance. A small number
of actions have been agreed to further strengthen controls.

1.11

During 2018/19 the Board has made some progress in fully implementing two of the six
recommendations contained within internal audit reports issued in 2017/18. Our Follow-Up
Reviews (Internal Audit Report 2019/05) confirmed that there were four ‘live’ in e nal audi
recommendations with three classified as partially implemented. One further recommendation
has been assessed as ‘li le n p g ess ade’. In e nal Audi ep 2018/04 – Corporate
G ve nance n ed ha he B a d’s Sche e Delega i n had not been updated since 1996
and we recommended that this was reviewed and updated where applicable to reflect any
changes in he B a d’s g ve nance a ange en s. We have been advised that a formal
review
he B a d’s Sche e Delega i n is scheduled for later in 2019.

1.12

There were no instances of fraud identified during the course of the audit work carried out
during the year.

Opinion
1.13

As required by standard 2450 of PSIAS, the chief internal audit executive, is required to
provide an annual report on the audit work carried out during the year and an opinion on the
operation of controls within the Board. This opinion is used to inform the B a d’s annual
governance statement. Within the Board this role currently resides with MHA Henderson
Loggie based on the work that MHA Henderson Loggie have undertaken.

1.14

In our opinion, overall, the Board operates adequate internal control systems as defined in the
Audit Needs Assessment. The audit and assurance work has not identified any significant
gaps in he B a d’s c n l envi n en ha
uld inc ease he isk
inancial l ss. This
opinion has been arrived at taking into consideration the internal audit, risk management and
other assurance work that has been undertaken during 2018/19 and in previous years since
our original appointment in 2010.
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2. Reports Submitted

Number

Title

Overall Grade

2019/01

Annual Plan

2019/02

Recommendations

Priority
1

Priority
2

Priority
3

N/A

-

N/A

N/A

N/A

Risk Management /
Business Continuity
Planning

Good

-

-

-

1

2019/03

Council Tax

Good

-

-

-

-

2019/04

Maintenance of
Accuracy of the
Electoral Register

Good

-

-

-

3

-

2

2

N/A

N/A

N/A

2019/05

Follow-Up Reviews

N/A

4 of 6
recommendations
required further
action.

2019/06

Annual Report

N/A

N/A

Overall gradings are defined as follows:
Good

System meets control objectives.

Satisfactory

System meets control objectives with some weaknesses present.

Requires
improvement

System has weaknesses that could prevent it achieving control objectives.

Unacceptable

System cannot meet control objectives.

Action Grades
Priority 1
Priority 2
Priority 3

3

Issue subjecting the organisation to material risk and which requires to be brought
to the attention of the Joint Board
Issue subjecting the organisation to significant risk and which should be
addressed by the Assessor.
Matters subjecting the organisation to minor risk or which, if addressed, will
enhance efficiency and effectiveness.
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3. Summary of Results and Conclusions

2019/01 – Internal Audit Annual Plan 2018/19
Final Issued – August 2018
The purpose of this document was to present, for consideration by the Joint Board, the annual operating plan for
the year ended 31 March 2019. The plan was based on the proposed allocation of audit days for 2018/19 set
out in the ANA and Strategic Plan 2016 to 2019.
The detailed scope, objectives and audit approach for each audit assignment to be undertaken, arrived at
following discussion with the Assessor, were set out in the report.

2019/02 – Risk Management / Business Continuity Planning
Final Issued – December 2018
This audit included a high-level evie
he B a d’s p cedu es
assessing
ni ing and i iga ing isk.
We also considered whether there are adequate plans in place to minimise disruption to operations following
loss of life, buildings or equipment and that these are regularly tested.
Overall, we found that:
•
•

•

•

•
•
•

4

A Risk Management Strategy and Risk Register are in place;
The Board’s Risk Manage en S a egy hich
s pa
i s in e nal c n l and c p a e
g ve nance a ange en s u lines he B a d’s unde lying app ach
isk anage en . This de ails
the roles and responsibilities of the Joint Board members, the officers (including the Management Team)
and makes risk owners accountable for managing risk;
Although there is no formal programme of risk management training, we have been advised that
members of the Management Team have previously received training in risk management techniques
he B a d’s insu e s and in esp nse p evi us in e nal audi ec
enda i ns he Manage en
Team have completed PRINCE2 training in order that formal risk management processes can be applied
to future projects;
The risk egis e is discussed a
n hly ee ings
he B a d’s Manage en Tea and
evie
the Joint Board minutes we noted that the risk register is reviewed annually by the Joint Board, which
includes consideration of any new or emerging risks which require to be added to the risk register. Given
he ela ively s a ic na u e
he B a d’s s a egic isks an annual evie
he isk egis e is
considered appropriate;
We reviewed the Business Continuity Plan (BCP) and confirmed that the plan includes expected key
elements, including core business activities, key contacts, roles and responsibilities, incident definitions
and notification as well as escalation and reporting procedures;
We n ed ha he BCP c ve s all
he B a d’s ac ivi ies and has been updated to reflect the relocation
he Angus and Dundee Assess ’s ice
he c bined ice si e a O cha dbank F a and
relevant potential business continuity risks have been identified; and
We noted that although testing of the IT Disaster Recovery Plan is performed, the results are not
formally recorded to provide details on the scenario tested, steps followed, results and conclusions, and
where applicable any action required to update the IT Disaster Recovery Plan.
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2019/02 – Risk Management / Business Continuity Planning (continued)
Final Issued – December 2018
The table below notes each separate objective for this review and records the results:
Objective

Findings

The objective of this audit was to obtain
reasonable assurance that:

1

2

3

No. of Agreed Actions

Risk Management
1. A formal risk management process is in
place, including formally documented
policies and procedures.

Good

0

0

0

2. Responsibility for managing risks are
clearly assigned.

Good

0

0

0

Good

0

0

0

4. There is an ongoing review of risk
management procedures for continual
improvement.

Good

0

0

0

5. Key risks have been identified and are
being appropriately controlled and
mitigated.

Good

0

0

0

Good

0

0

0

Satisfactory

0

0

1

0

0

1

3. Staff are trained in risk management.

Business Continuity Planning
6. Business Continuity Plans (BCPs) are in
place c ve ing all
he B a d’s ac ivi ies.
7. The BCPs are workable, properly
communicated to members of staff, and
have been adequately tested.

Overall Level of Assurance

Good
System meets control objectives.
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2019/03 – Non-Domestic Rates
Final Issued – December 2018
This audit reviewed the adequacy and effectiveness of the controls and procedures in place to ensure the accuracy
ec ds ela ing all d es ic p pe ies i hin he B a d’s a ea and ha all p pe y bandings a e app p ia e
and only approved changes, new entries, deletions and amendments, proposals and appeals are made to the
Valuation List.
No significant weaknesses were noted during our review.
The table below notes each separate objective for this review and records the results:
Objective

Findings

The objective of this audit was to obtain reasonable
assurance that:
1. There are appropriate procedures in place to ensure
that all domestic properties in the area are on the
Valuation List and that the entries are accurate and
agree with the assessed property bandings.
2. Any changes; new entries and amendments to
properties on the Valuation List are properly
authorised and approved by suitably qualified
professional and technical staff.
3. All proposals and appeals of council tax bandings are
addressed and cleared by appropriately qualified
professional and technical staff in accordance with the
statutory timetable.
4. Checks are in place to ensure that the Valuation List is
accurately and timeously amended to record the
outcome of an appeal.
5. Controls are in place to ensure that late amendments
to the current List are picked up and reflected in the
new List.
6. Only authorised staff can input amendments and all
new entries are checked independently and
evidenced.
7. Authorised staff change their passwords in line with
pre-determined password policies and where staff
leave their access is suspended.
8. All deletions are properly authorised by a Valuer or
Senior Valuer and there are procedures in place to
ensure that staff do not make alterations to any
properties on the List in which they have an interest.
9. All changes to the Valuation List are reported
timeously to the Local Authorities and appropriate
notices are issued to taxpayers.
Overall Level of Assurance

1

2

3

No. of Agreed Actions
Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

0

0

0

Good
System meets control objectives.
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2019/04 – Maintenance of Accuracy of the Electoral Register
Final Issued – June 2019
This audit reviewed the adequacy and effectiveness of the controls and procedures in place to ensure that the
Registers of Electors published annually for the Angus and Perth and Kinross council areas are up to date and
accurate.
No significant weaknesses were noted during our review. Although we noted that the Board has adequate processes
and checks in place regarding accurate processing of electoral forms in the EROS system, we identified the
opportunity for improved functionality within the EROS system in that the current functionality does not allow the
details of secondary checking of processing activity to be recorded within the system. Details of this checking is
recorded manually, and this increases the risk that secondary checking is not undertaken, that errors may arise and
that errors may go undetected. Configuration of the EROS system is outwith the direct control of the Board and we
have recommended that the Board approach the system vendor to determine if a solution can be developed.
The table below notes each separate objective for this review and records the results:
Objective

Findings

The objective of this audit was to obtain reasonable
assurance that:
1. There are appropriate procedures and checks in
place to ensure that all relevant households in the
Angus and Perth & Kinross council areas are on
the registers and are included in the annual
canvass.
2. Checks are in place for recording all registration
applications received, including those made via
he UK G ve n en ’s digi al se vice by eleph ne
and in writing.
3. Adequate procedures are in place to ensure
accurate processing and updating of the system
for all changes, including those arising from the
annual canvass.
4. Adequate procedures are in place to ensure those
who elect to be excluded from the open register
are.
5. Appropriate procedures are in place for postal and
proxy votes and they are properly controlled;
6. Adequate procedures and checks are in place to
ensure that the information in the electoral register
and the open register are accurate.
7. Adequate controls are in place to ensure that
requests for information from external parties are
dealt with appropriately.
8. Only authorised staff can input amendments and
they change their passwords in line with predetermined password policies. Where staff leave
their access is suspended.
Overall Level of Assurance

1

2

3

No. of Agreed Actions

Good

0

0

0

Good

0

0

0

Satisfactory

0

0

3

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

Good

0

0

0

0

0

3

Good
System meets control objectives.
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2019/05 – Follow-Up Report
Final Issued – June 2019
We carried out a follow up review of recommendations made in the following internal audit reports issued during
2017/18:
2018/02 – Compliance with Legislation - Procurement;
2018/04 – Corporate Governance; and
2018/05 – Follow-Up Reviews.
Reports 2018/01, 2018/03 and 2018/06 did not contain an action plan and therefore no follow-up was required as
part of this review. Report 2018/05 included two outstanding actions from 2014/15 and one from 2010/11 that
required to be followed up again this year.
The Board has made some progress in fully implementing two of the six recommendations followed up as part of
this review, including two of the three recommendations contained within internal audit reports issued in 2017/18.
Of the remaining four recommendations:
•

ne has been assessed as ‘li le n p g ess ade’. In e nal Audi ep 2018/04 – Corporate Governance,
n ed ha he B a d’s Sche e
Delega i n has n been upda ed since 1996 and e ec
ended ha
his as evie ed and upda ed he e applicable
e lec any changes in he B a d’s governance
arrangements. A review is scheduled for later in 2019; and
• h ee have been assessed as ‘pa ially i ple en ed’. All h ee
he ec
enda i ns a e related to adopting
a suitable project management methodology however no Board-managed projects of a significant size have
been undertaken in recent years. Projects being considered for 2019/20 may provide a suitable opportunity
for management to apply a project management methodology and with this in mind the Board previously
provided project management training to senior managers during 2017/18, hence the categorisation of
‘pa ially i ple en ed’.
From Original Reports

From Follow-Up Work Performed

Rec.
Priority

Number
Agreed

Fully Implemented

Partially
Implemented

Little or No Progress
Made

1

-

-

-

-

2

-

-

-

-

3

2

2

-

-

2

2

-

-

1

-

-

-

-

2

-

-

-

-

3

1

-

-

1

1

-

-

1

1

-

-

-

-

2

2

-

2

-

3

1

-

1

-

Total

3

-

3

-

Grand Totals

6

2

3

1

Area
Compliance
with
Legislation Procurement
Total

Corporate
Governance

Total

Follow-Up
Reviews
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4. Time Spent – Actual v Budget

Report
number

Planned
days

Actual
days
fee’d

Days to
fee at
June
2019

Days to
spend /
WIP

Council Tax

2019/03

5

5

-

-

-

Electoral Register

2019/04

4

-

4

-

-

2019/02

2

2

-

-

-

2019/01

2

1

1

-

-

2019/05

2

-

2

-

-

______

____

____

_____

______

15

8

7

-

-

======

====

====

=====

======

Variance

Organisational Issues
Risk Management / Business Continuity
Planning

Other Audit Activities
Management and Planning

)

External audit

)

Attendance at Joint Board meetings
)
Follow-up reviews

Total
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5. Operational Plan for 2019/20

5.1

10

Following our re-appointment as internal auditors for the period from 1 April 2019 to 31 March
2022 an Audit Needs Assessment and Strategic Plan for 2019 to 2022 will be developed and
presented for consideration by the Board in August 2019.
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T: 01224 322100

T: 01382 200055

T: 0131 226 0200

T: 0141 471 9870

MHA Henderson Loggie is a trading name of Henderson Loggie
LLP, which is a limited liability partnership registered in Scotland
with registered number SO301630 and is a member of MHA, an
independent member of Baker Tilly International Ltd, the members
of which are separate and independent legal entities
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